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Question: 938

Which of the following best describes the role of a version control system in mitigating
privacy risks during software changes?

A. Managing network firewall configurations

B. Automatically encrypting all stored data

C. Monitoring user login activities

D. Maintaining an auditable trail of code changes affecting data processing

Answer: D

Explanation: Version control systems provide an auditable history of code changes,
helping track modifications that might introduce privacy risks and enabling rollback if
necessary.

Question: 939

A telecommunications firm is engineering a network analytics tool that processes call
detail records (CDRs) for fraud detection, applying NIST dissociability via
generalization: {location: 'city level', time: 'hourly'}. In a high-stakes scenario, advanced
adversaries use synthetic data generation to deanonymize via graph analysis on the
generalized outputs. What advanced technique bolsters dissociability?

A. Implement secure multi-party computation (SMPC) for aggregation: sum(CDRs)
across parties without revealing individuals, using protocol: garbled circuits.

B. Use stronger generalization hierarchies, e.g., location to 'region' if record count < 50,
via conditional: if count(location) < 50: generalize to('region').

C. Incorporate graph perturbation by adding noise edges with probability p=0.1, using
NetworkX library: G.add edges from(noise edges, weight=random(0.05,0.15)).

D. Encrypt CDRs end-to-end with AES-256 before generalization, key:

derive from(user device).

Answer: A

Explanation: Secure multi-party computation allows collective analysis without exposing
identifiable data, enhancing dissociability by preventing linkage even in distributed
environments, per NIST objectives.

Question: 940

For an e-commerce checkout flow compliant with the 2025 Payment Services Directive 3



(PSD3) accessibility mandates, the interface uses A/B testing with multi-armed bandits
(MABs) Thompson sampling alpha=1.0 priors, but A/B logs expose dark patterns like
hidden fees via arm selection biases. The product manager recommends privacy-
preserving MAB with LDP epsilon=0.5 on reward reports. Which sampling
hyperparameter would optimally avoid limiting privacy-preserving options while
converging regret below 10%?

A. Implementing epsilon-greedy exploration with epsilon=0.1 instead of full sampling,
capping random selections to prevent overexposure to dark variants.

B. Widening the Dirichlet concentration alpha from 1.0 to 2.0 to smooth posterior
samples, reducing bias toward manipulative arms in fee disclosures.

C. Boosting the report noise to Laplace b=2/epsilon for rewards, amplifying uncertainty
in arm evaluations to mask pattern preferences.

D. Extending the horizon T from 1000 to 5000 trials to amortize LDP costs, allowing
finer convergence without early commitment to interfering designs.

Answer: B

Explanation: Widening the Dirichlet concentration alpha from 1.0 to 2.0 in Thompson
sampling yields less spiky posterior distributions over MAB arms, discouraging
persistent selection of dark pattern variants like obscured fees and promoting equitable
exploration of transparent options; this concentration adjustment, rooted in Bayesian
MAB theory, complies with PSD3 by preserving user choice under LDP, achieving low
regret through stabilized belief updates over trials.

Question: 941

In configuring a privacy-enhanced proxy server using NGINX for a SaaS application
handling user behavioral data, the technical roles must be clarified for tokenization.
Which role scripts the Lua module to replace PII fields with surrogate tokens via a
lookup table, setting the proxy cache valid directive to 300s for temporary storage of
tokenized responses?

A. Privacy Specialist

B. Backend Engineer

C. Site Reliability Engineer
D. Web Developer

Answer: A

Explanation: The Privacy Specialist implements tokenization logic in proxy
configurations, using scripting modules to substitute PII with non-sensitive surrogates



and controlling cache validity to minimize retention of identifiable information in transit.
Question: 942

During virtual town halls on Zoom with 500+ participants, the host enables waiting
rooms and polls, but screen sharing includes shared desktops with browser tabs open to
internal dashboards. Attendees report seeing sensitive URLs. What Zoom Pro account
setting via API minimizes such risks under FTC Act Section 5?

A. Use virtual backgrounds mandatory: In account settings > In Meeting (Advanced) >

"Require virtual background for participants" with Al detection off.

B. Enable watermarking: Set {"watermark": "custom", "text": "Confidential", "opacity":
50} for all shared content automatically.

C. Configure sharing restrictions: Use Zoom API: PATCH /users/{userld}/settings with
{"screen_sharing": "hostOnly", "annotation": false, "whiteboard": false}.

D. Implement session recording controls: {"autoRecord": "cloud", "transcription":
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"none", "participantPermissions": "viewOnly"} but focus on sharing.
Answer: C

Explanation: Configuring sharing restrictions: Use Zoom API: PATCH
/users/{userld}/settings with {"screen sharing": "hostOnly", "annotation": false,
"whiteboard": false} limits exposure by allowing only the host to share, preventing
accidental display of sensitive dashboards during large meetings and avoiding unfair
practices under FTC guidelines.

Question: 943

A privacy engineer is tasked with implementing a system that detects unusual data access
patterns indicating a potential insider threat. Which technical method best enables
detection of abnormal behavior combined with immediate containment?

A. Implement periodic manual review of audit logs and escalate suspicious activity

B. Deploy signature-based intrusion detection and alert on known attack patterns

C. Configure real-time anomaly detection with automated account lockout on detection
D. Use role-based access controls strictly limiting data access by job function

Answer: C
Explanation: Real-time anomaly detection combined with automated account lockout

proactively identifies and contains suspicious insider activities immediately. Signature-
based detection cannot spot unknown behavior, manual log review is reactive and slow,



and role-based access alone does not detect anomalous actions.
Question: 944

An e-commerce platform uses k-anonymity for releasing user browsing histories to
marketing partners, but a linkage attack reveals distortions in quasi-identifiers (age, zip
code, purchase category). To enhance with I-diversity, the data engineer applies the
enhanced generalization hierarchy on a dataset of 50,000 records. Given generalization
levels for age [0-9,10-19,...,90+], zip [##### ###,##*], and category
[Electronics,Books,...], which I-diversity enforcement parameter (1=3) with suppression
threshold t=0.05 best minimizes distortion while preventing homogeneity attacks during
dissemination?

A. Use recursive partitioning with 1=3 on sensitive attribute purchase amount,
suppressing tuples where frequency < 0.95

B. Apply global recoding with 1=3 on category, setting t=0.05 for buckets with variance <
1.2 in amount

C. Implement multi-dimensional microaggregation with 1=3 clusters, threshold t=0.05 for
entropy < 0.8

D. Enforce local recoding with 1=3 distinct values in each equivalence class, suppressing
if class size < 5

Answer: D

Explanation: I-diversity requires at least 1 distinct sensitive values per equivalence class
to prevent attribute disclosure. Local recoding adjusts generalizations per class to meet
1=3, while suppression for small classes (<5) avoids distortion amplification. This
approach, integrated with k-anonymity hierarchies, balances utility and privacy in
disseminated datasets, countering homogeneity by ensuring diverse sensitive attributes
without excessive generalization.

Question: 945

Usability testing a password manager's autofill UX with DOMContentLoaded event
listeners for form detection shows 31% of users overriding suggestions insecurely. In
privacy risk assessment, what effectiveness evaluation includes calculations?

A. Event listener debounce: 250m:s.

B. Vault encryption: Argon2id.

C. Override rate computation (overrides / total fills * 100 = 31%) in diary studies over 2
weeks, assessing entropy loss risks (e.g., from 80-bit to 40-bit effective strength) due to
behavioral patterns.



D. Cross-browser polyfills.
Answer: C

Explanation: Rate calculations in extended studies quantify insecure habits, vital for
evaluating autofill's role in maintaining credential privacy against weakening attacks.

Question: 946

A smart home device manufacturer conducts a DPIA for voice assistant features
processing audio clips with emotion recognition, flagging high risks from third-party
cloud storage without geo-fencing. Per UK's ICO DPIA template, which structured
assessment with risk level formula (Residual Risk = Inherent Risk - Mitigation
Effectiveness, Inherent=High, Mitigation=Medium, Residual=Medium) and controls like
EU-only storage (AWS eu-west-1 region, encryption AES-256) should be prioritized?

A. DPIA: 1. Stakeholders (users, vendors); 2. Data flows (cloud storage); 3. Risk formula
yields Medium residual; 4. Prioritize geo-fencing AWS eu-west-1, key rotation for
AES-256; 5. Effectiveness metrics (audit logs); 6. DPO approval.

B. ICO Steps: Describe (audio clips); Necessity check; Risk: Inherent High, Mitigate
Medium (eu-west-1 + AES-256), Residual Medium; Measures: Implement VPC
endpoints; Stakeholder sign-off.

C. Assessment: 1. Processing details (voice emotion Al); 2. Inherent risk high (audio
biometrics); 3. Formula Residual=High-Medium=Medium; 4. Controls: Geo-fence to eu-
west-1, AES-256; 5. Consult supervisory authority if Medium persists; 6. Record and
review annually.

D. Template: Inherent risk high for emotion data; Mitigation: Medium via region= eu-
west-1, cipher=AES-256; Residual Medium; Actions: Contractual clauses with vendor;
Monitor via SIEM for access.

Answer: A

Explanation: The ICO DPIA structure details stakeholders and flows for voice
processing, applies the residual risk formula to Medium after medium mitigation,
prioritizes AWS eu-west-1 geo-fencing and AES-256 encryption, includes effectiveness
via audit logs, and requires DPO approval, addressing special category data risks
appropriately.

Question: 947

For an Egyptian social media monitor, topic modeling with NMF (n_components=135,
alpha=0.1) on Arabic tweets, legal but ethically censoring dissent. Social issue advisory?



A. Parallelizing factorization with scikit-learn n_jobs=-1 for scalable ethical reviews.

B. Preprocessing with AraVec embeddings (dim=300) for dialect normalization.

C. Evaluating coherence with CV score >0.5 per topic for fairness in controversial areas.
D. Seeding NMF with diverse initial matrices from balanced keyword sets to avoid topic
biases.

Answer: D

Explanation: Seeding NMF diversely ethically ensures topics represent all viewpoints,
preventing manipulation of societal conversations on dissent through biased modeling.

Question: 948

For an e-health app's symptom tracker aggregating anonymized reports for outbreak
detection, to counter secondary use risks in user profiling, the privacy module uses
oblivious transfer (OT) extension in EMP-toolkit for secure aggregation. What C++
snippet in EMP should securely sum symptom counts from 50 users without revealing
individual reports, using OT for input masking with security parameter 128 bits?

A. #include "emp-tool.h"; void secure_sum(NetlO* io, int party) { int64 t sum = 0; PRG
prg; for(int i=0; 1<50; i++) { int64 _t share; io->recv(share); sum += share; }
if(party==ALICE) { for(int j=0; j<50; j++) { int64 t input; cin >> input; io-
>send(OTExtension::send share(input)); } } cout << sum << endl; }

B. using OT = OTExtension; OT ot(128); vector masked(50); for(auto& m : masked) { m
= user_symptom ” ot.receive(); } total = accumulate(masked.begin(), masked.end(), 0);
C. EMP_ShARE symptoms(50, 10); symptoms.randomize(prg); if(ALICE)
symptoms.reveal(); sum = symptoms.sum();

D. Securelnt sum sym = gc.new_gate(50); for(int 1=0; 1<50; i++) gc.eval and(sum_sym,
symptom_gate[i], mask gate[i]);

Answer: C

Explanation: The EMP-tool EMP_ShARE for 50 symptoms randomizes shares with
PRG, receives on one party, and reveals/sums only the total, using OT for secure input
sharing, preventing any party from profiling individual symptoms in the aggregated
outbreak data.

Question: 949

A cloud-based SaaS provider for HR analytics must implement a RoPA for automated
payroll processing involving EU employee data. The inventory tool flags incomplete



purpose specifications. Which API endpoint configuration in RESTful design best
enforces Article 30-compliant recording during data ingestion?
A. POST /api/vl/ropa/ingest { "asset": "payroll db", "purpose": "
"subjects": ["EU_employees"] } returns 201 if purpose validated
B. GET /inventory/assets?filter=purpose:missing&limit=100 yielding JSON array of gaps
for bulk update

C. PUT /processing-activities/{id} body: { "dpa required": true, "retention": "P2Y" }
with 200 on schema match

D. DELETE /uncatalogued?dry run=true simulating removal of non-compliant entries
pre-RoPA sync

required:string",

Answer: A

Explanation: The POST endpoint with mandatory 'purpose' schema validation ensures all
ingested assets contribute to a complete RoPA from the outset, aligning with Article 30's
requirement for documented processing purposes and lawful bases, preventing
downstream compliance gaps.

Question: 950

An organization wants to incorporate "privacy embedded into design" as one of their
privacy by design principles at the architecture level. What is the MOST appropriate way
to reflect that in system design?

A. Integrate identity and access management controls into the service workflows
controlling personal data access

B. Add privacy controls as an afterthought once the product is feature-complete

C. Outsource all privacy functionality to third-party vendors without internal oversight
D. Consider privacy only when a security breach occurs

Answer: A

Explanation: Privacy embedded into design means privacy controls such as identity and
access management are integrated from the start within workflows managing personal
data, not added after development or left to external vendors without oversight.

Question: 951

How can access authentication better defend against blackmail threats in scenarios
involving social engineering risks?



A. Allowing access from all devices without scrutiny

B. Using password-only authentication without additional verifications

C. Avoiding user education on phishing and social engineering

D. Incorporating challenge-response questions combined with biometric verification and
contextual risk scoring

Answer: D

Explanation: Multi-factor authentication including biometrics and risk-based contextual
verification counters social engineering and blackmail risks.

Question: 952

A consulting firm employs drone surveillance for site inspections, with drones using GPS
coordinates logged in EXIF metadata of captured images via libraries like Pillow in
Python: image.save('photo.jpg', exif={'GPSInfo": gps_data}). Analysis reveals that
employee-shared images on internal drives expose precise locations. To minimize risks
under SOC 2 Type II privacy criteria, what EXIF stripping command should be integrated
into the upload workflow?

A. Use exiftool: exiftool -GPS:all= -0 output.jpg input.jpg to remove all GPS tags before
storage.

B. Python script: from PIL import Image; img = Image.open('photo.jpg");
img.info.pop('GPSInfo', None); img.save('stripped.jpg') for metadata removal.

C. Configure drone firmware: Set {"exifPolicy": "stripLocation", "gpsLog":
"internalOnly", "shareAnonymized": true} via DJI SDK API.

D. Implement batch processing: ffmpeg -1 input.jpg -map_ metadata -1 -c copy output.jpg

to strip metadata in video/image pipelines.

Answer: C
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Explanation: Configuring drone firmware: Set {"exifPolicy": "stripLocation", "gpsLog":
"internalOnly", "shareAnonymized": true} via DJI SDK API prevents embedding of
location data in images at the source, eliminating exposure risks in shared files and
aligning with SOC 2's privacy controls for protecting customer data through technical

safeguards like data minimization at capture.
Question: 953
A company plans to implement data minimization by abstracting detailed customer

purchase records into broader categories for a targeted marketing analysis. Which step
should they take to best align with minimizing privacy risk using data abstraction?



A. Retain all raw transaction data but restrict access to analysts only

B. Assign a unique customer ID to link purchases to customer profiles

C. Store complete purchase data encrypted with no further transformation

D. Aggregate transaction data to monthly spending tiers without individual identifiers

Answer: D

Explanation: Aggregating transaction data to broader spending tiers removes specific
transaction details, reducing risk by limiting personal data exposure while still enabling
analysis. This demonstrates data minimization by abstracting personal data for the
specific use case.

Question: 954

A research institution processing genomic data under HIPAA applies the NIST Privacy
Framework's Act function, implementing controls with effectiveness E=0.85. Using the
LINDDUN model, N (Non-repudiation) threat NR=0.55. FAIR: TEF=0.8, V=0.45,
LEF=0.36, LM=€80M (breach costs), ALE=€28.8M. To enhance with OECD Principle 7
(Security), add safeguard layer S= AES-256 with key rotation KR=90 days. What is the
complex adjustment using Calo’s Reputational Harm?

A. Rep=4/5=0.8, adjust E=E x (1-Rep)=0.85%0.2=0.17, V_new=V x
(1-E)=0.45%0.83=0.3735, LEF=0.8%0.3735=0.2988, ALE=0.2988x80M=€23.904M, then
FIPPs Security validate.

B. Use Nissenbaum’s transmission T= (secure channel SC=1 X recipient R=0.7)=0.7,
scale NR=NR x (1-T)=0.55%x0.3=0.165, ALE new=28.8M x0.165=€4.752M, integrate
MITRE T1552 Unsecured Credentials.

C. Apply FAIR with OECD S= (bit strength BS=256 x KR factor=365/
90~4.06)=1038.56, but normalize S norm=1- ¢"(-S/100)=0.99, V=0.45%0.01=0.0045,
LEF=0.8%0.0045=0.0036, ALE=€0.288M.

D. Compute risk R=LEF x LM x NR=0.36x80Mx0.55=€15.84M, then Calo Rep weight
R=15.84Mx0.8=€12.672M, NIST Act E scale=€12.672M x E=€10.7712M.

Answer: C

Explanation: LINDDUN NR=0.55 in FAIR ALE=€28.8M for genomic data, with NIST
Act E=0.85, but OECD Principle 7's S norm=0.99 (from AES-256, KR=90 days)
drastically reduces V to 0.0045, LEF=0.0036, ALE=€0.288M, incorporating Calo’s
Rep=0.8 indirectly through safeguards, ensuring HIPAA security.

Question: 955



During the redesign of an e-commerce platform's cookie consent banner, the UX team
uses Fitts's Law to position the "Accept All" button larger (200px width) and closer to the
viewport center compared to the "Manage Preferences" button (100px width, offset by
150px). This decision subtly influences user clicks, with telemetry data showing 82%
opting for acceptance. In evaluating privacy risks, what behavioral impact does this UX
choice primarily pose?

A. Compliance with ePrivacy Directive by offering granular controls, though acceptance
rates align with industry averages of 70-85%.

B. Optimization for mobile responsiveness using media queries like @media (max-width:
480px) { .accept-btn { font-size: 18px; } }, enhancing accessibility scores to WCAG 2.1
AA level.

C. Manipulation of user attention via visual hierarchy, increasing the likelithood of over-
sharing tracking data and contravening CCPA's opt-out requirements for do-not-sell
signals.

D. Reduction in bounce rates from 25% to 12%, as calculated by Google Analytics event
tracking on consent interactions.

Answer: C

Explanation: By leveraging Fitts's Law to make the accepting action easier and more
prominent, the design manipulates user behavior toward default consent, heightening
privacy risks by facilitating unauthorized data sharing that could violate CCPA provisions
for clear opt-out mechanisms.

Question: 956

During a privacy impact assessment, a privacy engineer must verify that the technical
designs respect the "end-to-end security" principle of privacy by design. Which of the
following design features most effectively demonstrates compliance?

A. Encrypting data only on mobile apps, leaving server-side data unencrypted

B. Enabling firewall protection only on perimeter devices, with no encryption of stored
data

C. Using outdated SSL protocols for compatibility with legacy systems but no encryption
on backups

D. Use of TLS 1.3 for data in transit, AES-256 encryption for data at rest, and strict key
management practices throughout the data lifecycle

Answer: D

Explanation: End-to-end security means data is protected during transmission, at rest, and



throughout its lifecycle with strong encryption and key management. Using outdated
protocols or partial protections fails to meet this standard.

Question: 957

During data retention for healthcare records, which retention policy best practices
minimize privacy risk while meeting regulatory requirements?

A. Retain data according to statutory retention periods and securely destroy data after that
period

B. Retain records indefinitely to ensure availability for future audits

C. Retain data until the end of patient treatment regardless of regulation

D. Retain all patient data only in cloud storage without specific retention scheduling

Answer: A

Explanation: Adhering to statutory retention requirements and securely destroying data
afterward reduces unnecessary exposure of sensitive data, ensuring compliance and
minimizing privacy risks from over-retention.

Question: 958

A manufacturing [oT platform's internal policies for privacy training under GDPR Article
39 must include procedures for role-specific modules. Devices use CoAP protocol with
DTLS for secure comms, block size 128 bytes. What guideline tailors content for Data
Stewards on data mapping?

A. Quiz on general principles, scoring >80% for certification, delivered via LMS like
Moodle.

B. Module with hands-on exercise: Use Wireshark to capture CoAP payloads, mapping
PII fields in libcoap logs.

C. Video series on tools like Apache NiFi for flow visualization, with annual refreshers.
D. Policy mandating 4 hours/year, tracking completion in HRIS with automated
reminders.

Answer: B

Explanation: The module with hands-on exercise: Use Wireshark to capture CoAP
payloads, mapping PII fields in libcoap logs, tailors training for Data Stewards on data
mapping per GDPR Article 39, providing practical skills for IoT privacy in the platform's
policies.



Question: 959

A runtime monitoring agent deployed to containerized apps must limit its CPU and
memory usage while still detecting privacy-related anomalies in data flows. Which
configuration parameter optimizes agent performance without compromising detection
fidelity?

A. Set sampling rate to 10% with prioritized monitoring of high-risk API endpoints
B. Disable anomaly detection modules during peak hours

C. Log all network traftic without filtering for maximum data collection

D. Increase monitoring frequency to 100% at all times

Answer: A
Explanation: Sampling reduces resource load while targeting high-risk traffic maintains

detection effectiveness. Disabling or logging all traffic ignores system constraints or
creates unnecessary overhead.
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